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Some Correlation Techniques for Environmentally
Induced Anomalies Analysis

F.J. Lopez Honrubia* and A. Hilgers'
European Space Agency, Noordwijk NL-2200 AG, The Netherlands

The possible environmental origin of a small group of anomalies observed on two satellites of the European
Space Agency series, Meteosat, is investigated by using both linear and nonlinear classification methods of the
environmental data measured onboard the Geosynchronous Operational Environmental Satellites of the National
Oceanic and Atmospheric Administration. The techniques developed for this study appear as powerful tools for
investigating quantitatively the relationships between the environment data and the occurrence of the anomalies
in spite of the small size of the anomaly data set. Moreover, the result of the study suggests that not only the fluence
of energetic electrons but also the time variation of the flux over several days has an influence on the anomaly

occurrence.
Nomenclature
A = time series of the values of F, preceding a day with
an anomaly
B = time series of the values of F, preceding a day without an
anomaly
Fp = daily averaged flux of electrons with energy above 2 MeV,
cm~2slsr!
M, = total number of patterns of type A
N = window interval (in days) of the times series A or B
q = ratio of patterns classified as being of type A
q’' = ratio of correctly classified patterns of type A
I1 = probability of a random process to do better than g’

Introduction

NVIRONMENTALLY induced spacecraft anomalies have re-

cently been the topic of a special section of the Journal of
Spacecraft and Rockets." Spacecraft anomalies of this kind can be
defined as such if they are anomalous behavior of the spacecraft
without apparent onboard origin. However, it is very difficult to
unambiguously identify the environmental cause of an operational
anomaly for two main reasons. First, the information on the space
environmentis not always available. Second, the knowledge of the
exact physical properties of the spacecraftmaterial, especially after
exposure to the space environment, is often insufficient to properly
model the process suspected to cause an anomaly. Therefore, the
most convincing studies rely on statistical correlations between
anomaly events and the environmental parameters.

Most of the time, environmentally induced anomalies present no
threat to spacecraftmissions and are easily corrected by remote con-
trol. However, they represent an annoyance to the operations staff
and sometimes can lead to a major problem. In 1994 the Canadian
communication satellites ANIK E1 and E2 both failed because of
problems with their momentum wheel control systems. The cost of
their recovery and of the reduction in their lifetimes, estimated at
tens of millions of dollars, evidenced how important the effect of
the plasma environment on spacecraftcan be. These anomalies are
suspected to be of electrical origin and related to the space plasma
environment?

There are two major mechanisms usually cited for explaining
the operational anomalies due to the plasma environment: surface
charging®* and bulk charging >® Surface charging results from the
buildup of electrostatic charges on material surfaces exposed to the
plasma. If the surface is nonhomogeneous and has a complicated
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geometry, strong electric fields may be created at some location
of the surface. This can result in breakdown of the electrostatic
configuration accompanied by powerful current transients that are
induced or conducted into sensitive electronics. The electrostatic
distributionequilibrium on spacecraft surfaces following change in
the space environmentis usually reached on a time scale on the order
of 1073 s to 1 min. The most significant environmental parameters
are the sunlitarea, the energy distributionof the electron population,
and the total plasma density.

In the bulk charging process, the charge buildup occurs behind
spacecraft surfaces, e.g., within dielectric coating material, and is
dueto electrons with energy sufficient to penetrate the typical thick-
ness on the spacecraftsurfaces, i.e., energy on the order of 100 keV
to 1 MeV. The resulting electrostatic field in some locations can be
very large if the electric conductivity is too low to allow a rapid
leakage of the charge deposited by the penetrating electrons. The
time scale for the buildup of the electrostatic configurations until a
breakdown occurs can be several days.

For both mechanisms, only the charging processes are rather well
understood and quantitativemodeling of them feasible. The process
by which the equilibrium, or quasiequilibrium, of the electrostatic
configuration breaks down is still not completely understood and is
a matter of debate. As a consequence, criteria for the protection of
systems against electrostatic breakdown are largely empirical. The
plasma parameters relevant to both surface and bulk charging may
vary by orders of magnitude in geosynchronousorbit on a day time
scale. The dynamics of this environment s still a research topic.

In the last few decades there have been several studies indicat-
ing correlation between spacecraft anomalies and large negative
surface charging*’ As a consequence,spacecraftdesignersnow in-
clude specifications to control surface charging either by grounding
or by a judicious choice of surface materials that charge moderately
evenin severeenvironments® Recently, however, there has been ev-
idence of correlation of some operational anomalies with enhanced
flux of very high energy electrons, i.e., with energy on the order
of a few mega electron volts >>%°~!! Studies relying on dedicated
spacecraftexperiments,e.g., CRRES!'? and SCATHA,'! have led to
the most reliable proofs of the existence in space of bulk-charging-
induced anomalies. However, the design of these spacecraft was
purposely far less conservative than that of the commercial satel-
lites. Conversely, studies involving commercial satellites are lim-
ited by the small anomaly data set and the lack of information on
the environment and therefore suffer from poor statistics. To over-
come part of these difficulties, Wrenn® studied the correlation of
anomalies observed on a commercial geosynchronoussatellite with
particle measurements provided by other spacecraft,e.g., GOES-7,
at the same orbit. This study gave further evidence of the existence
of bulk-charging-inducedanomalies on commercial spacecraft, but
statistics were still poor.



LOPEZ HONRUBIA AND HILGERS 671

The present study was performed to seek a possible correlation
between the orbital environmentand a group of anomalies observed
on two operational spacecraft that had no apparent onboard origin.
Because the anomaly data set was very small (40 events) and the
environment data were obtained from satellites at another location,
the quantitative assessment of the correlation was challenging and
required careful tests of the accuracy of the methods used. The paper
focuseson the methods of correlationdevelopedfor this study, which
are based on a classification of the environmental data. A detailed
analysis of the mechanism by which the anomalies occur is beyond
the scope of this paper.

The paper is organized as follows. After a short description of
the data sets, a classical method of descriptive statistics is used to
evaluate the probability of occurrence of anomalies as a function
of the daily averaged flux. To gain more insight into the charac-
teristics of the environment prevailing when the anomalies occur,
a linear classification method of the environmental data is applied.
Finally, a nonlinear method, which generalizesthe classification us-
ing nonlineardecisionboundariesand a nonscalardescriptionof the
environment, is applied, and the results are discussed.

Data

The anomaly data set used for this study correspondsto a group of
anomalies affecting two consecutive Meteosat spacecraft, MOP-1
and MOP-2. They are characterizedby a timed command not being
generated onboard the spacecraftat the expected time that could not
be explained as software or command errors. They could be related
to a spurious onboard generated register reset. Other operational
anomalies have been observed on previous Meteosat spacecraft,
and the result of the corresponding analyses reported elsewhere

For the purpose of this study, only the date of the anomaly is
of interest. The anomaly data set consists of the days when there
had been one or more time-tag anomalies on at least one of the
two Meteosat satellites. The period covers five years of operation.
MOP-1 was operational from mid-1989 and was replaced by MOP-
2 in February 1994. No change in anomaly occurrencebehaviorhas
been observed from one spacecraft to the other.

The data of the high energy electron environment are provided
by the U.S. series of Geosynchronous Operational Environmental
Satellite (GOES) spacecraft of the National Oceanic Atmospheric
Administration. The parameter chosen to describe the environment
is the daily averaged flux of electrons with energy above 2 MeV,
Fp. The choice of daily averaged data was motivated by the fact
that the GOES satellites and the Meteosat satellites are at different
longitudes. Therefore, comparison of the environment experienced
by these two types of satellite can be done only with data averaged
over at least one day.

The data over the investigated period are displayed in Fig. 1.
The vertical lines in the upper panel indicate the days when one or
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Fig. 1 Daily averaged flux of electrons above 2 MeV measured by
GOES satellites over the investigated period. The days when an anomaly
occurred are indicated in the top panel.

more anomalies occur. The mean daily electron flux is displayed
in the lower panel. The strong variability of the electron density
flux appears clearly, the range of variation covering more than four
orders of magnitude. The purpose of the next sections is to seek a
quantitative relationship between these two sets of data.

Statistical Description

There are several approachesfor extracting quantitative informa-
tion from these data. Because the number of anomalies is small, the
identification of some characteristicsprevailingin the period of time
precedingan anomaly could be expected from a one-by-oneinspec-
tion of the time series of the daily averaged flux. The daily averaged
flux is shown in Fig. 2 as a function of the number of days before
an anomaly occurs for two different events: anomaly of day 22-6-
1991 (top panel) and anomaly of day 23-7-1994 (bottom panel).
These two time series appear to be very different from each other
regarding both their overall profile and the order of the magnitude
around the day precedingthe anomaly. This lack of obviouscommon
features between two samples shows that a statistical treatment is
necessary.

The histogram of the distribution of the daily averaged electron
flux over the period of interest is shown in Fig. 3 for the day pre-
ceding an anomaly (top panel) and for all events (bottom panel).
Although the two distributions overlap, there is a clear trend for the
anomalies to occur during days with high-flux values. This relation-
ship can be quantified by the probability of an anomaly to occuras a
function of the flux level (Fig. 4, top panel). Because the data set is
small, this probability distribution is dropping to zero in many bins
of the flux level scale.If one discards these bins, the overall aspect of
the variation of the preceding probability confirms that the anomaly
occurrence increases with the flux level. The highest probability
is around 50% when the flux is between 4.0 x 10* and 6.3 x 10*
cm~2s~!'sr™!. Similar quantitative information is provided by the
cumulated probability of an anomaly occurrence for the flux above
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Fig. 2 Time series of the daily averaged flux of electrons above 2 MeV

preceding the anomaly events of 22-6-1991 (top panel) and 23-7-1994
(bottom panel). Day 0 is a day when an anomaly occurred.
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Fig. 3 Histogram of the distribution of the daily averaged electron flux
over the period of interest for the day preceding an anomaly (top panel)
and for all events (bottom panel).
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Fig. 4 Probability of an anomaly to occur as a function of the flux level
(top panel) and cumulated probability of an anomaly occurrence for the
flux above a given threshold (bottom panel).

a given threshold (Fig. 4, bottom panel). The two preceding statis-
tical descriptions,however, do not provide any specific information
to distinguish the days with an anomaly from the days without an
anomaly.

Classification as a Correlation Method

Further insight into the anomaly process could be obtained from
a criterion on the environment able to discriminate the days with
anomalies and the days without. Because the precedingdistributions
show an accumulation of anomaly events in the high-flux range and
of days without anomaly in the low-flux range, a natural criterion
would be a flux threshold separating the flux domain where most
anomalies occur. This approachis typical of classification methods
making use of a linear decision boundary. The classification applies
to the value of Fp. In the following, the two classes that need to
be discriminated are labeled A when associated to an anomaly and
B when not. Furthermore, for consistency with the nomenclature
used in classification theory, the elements of the classes are called
patterns. The efficiency of the classification is determined by the
ratio of correctly classified patterns of each class.

In the beginning of this study, only one scalar parameteris used to
describe the environment, i.e., Fp. The decision boundary is there-
fore a threshold value. Patterns with values below this threshold will
be classified as belonging to class B, whereas patterns with values
aboveit will be classified as belongingto class A. From the examina-
tion of Fig. 3, it can be seen that the two classes are never completely
separatedon the basis of a threshold on the daily averaged flux. This
overlappingis due to the fact that the occurrence of anomalies de-
pends on factors other than merely the averaged electron flux over
one day. These factors might be related to some parameters charac-
teristic of the system or of the environmental conditions.

The success of the classification for classes A and B as a func-
tion of the threshold is shown in Fig. 5. Because the two classes
overlap, the two curves cannot reach unity, i.e., 100% success of
classification, for the same value of the threshold. Obviously, the
unity is reached for class A when the threshold is below the lowest
flux associated to an anomaly and for class B when the threshold is
above the highest flux observed during a day without an anomaly.
Determining the threshold value that separates best the classes is
somewhat arbitrary and depends on the purpose of such a classi-
fication. In the following, the best separation is assumed to be the
one corresponding to the maximum of the sum of the ratios of cor-
rectly classified patterns A and B. In the present case, the sum of
the two ratios (not shown on the graph) is maximum where the two
curvescrosseach other, i.e., for a flux equalto 7 x 107 cm~2s~'sr!.
Both ratios of correctly classified patterns are equal to 73% for this
threshold.

The significance of this result is worth investigating quantita-
tively. Formally, the preceding classification method leads to the
fact that a ratio ¢ of the patterns is classified as belonging to class
A. The ratio of correctly classified patterns A is ¢ = 0.73. The
probability of ¢’ to be obtained by chance can be evaluated through
the derivation of the probability IT that a random process with a
probability g to classify any pattern in class A leads to a ratio of
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Fig. 5 Ratios of correctly classified patterns of class A (anomaly;——)
and B (no anomaly;-----) as a function of the threshold.

success for A patterns greater than or equal to ¢’. One can show that
this probability is

Ma

_ MA! k _ (Ma —k)
n= Y TR (1)

k=q'My

Replacing g and ¢’ by their quantitative values, one obtains IT on
the order of 107°, which is a very small number and indicates that
the level of significance of the correlationis very high.

Another important test of the significance of the classification
is its ability to operate on previously unseen data. This test can
be performed by dividing the data into two sets: a reference set,
which is used to derive the classification rule such as to maximize
the sum of the ratios of the correctly classified patterns, and a test
set, which is used to evaluate the efficiency of the classification on
previously unseen data. The division was done at random with the
only constraint that each set contains half of patterns A and half of
patterns B. This constraint ensures that there are enough patterns
to find a reliable quantitative relationship between the environment
dataand the anomalies as well as to test this relation with previously
unseen patterns. This operation was repeated 20 times such that
information on the dispersion of the results can be obtained. The
average ratio of correctly classified patterns of the test set was found
tobeequalto (.76 for patterns A and 0.70 for patterns B, whereas the
standarddeviationswere, respectively,0.09 and 0.03. The difference
between both values of the standard deviationis simply explainedby
the relatively low number of patterns of class A in both the reference
and the test data sets compared with the number of patterns of class
B. While using this reduced set of data, one obtains values of IT
typically on the order of 10~%, which is still low and attests to a high
confidence level.

To summarize the results of this section, quantitative evidence
has been given of a strong correlation between the value of F, and
the occurrence of an anomaly the following day. Furthermore, a flux
threshold can be determined by a linear classification method that
provides a general rule able to discriminate 76 = 12%. However,
the ratio of false alarm over the ordinary day is then about 30%.
The value of IT averaged over 20 random selections of a pair of
reference and test sets can be taken as a measure of the level of
the correlation between the anomaly data set and the environmen-
tal parameters considered. This value takes into account both the
significance level of the correlation and the ability to generalize the
relationship derived from the classification rule to unseen data.

Flux Averaged over Several Days

In the preceding sections, evidence for correlation between the
anomaly occurrenceand the value of F), the day precedingthe events
has been demonstrated, and its significance level quantitatively as-
sessed. In this section, a parametric study is performed to determine
whether better correlation is obtained when the electron flux is av-
eraged over more than one day. The same technique as described
earlier is used to provide a measure of the level of the correlation.

In Fig. 6 the mean value of the ratios of correctly classified pat-
terns A (top panel) and patterns B (bottom panel) of the test data is
displayed as a function of the number of days over which the flux
was averaged. The error bars correspond to the standard deviation.
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Fig. 6 Mean values and standard deviations of the ratios of cor-
rectly classified patterns A (anomaly; upper panel) and patterns B (no
anomaly; lower panel) as a function of the window length over which
the flux is averaged.
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Fig. 7 Mean value and standard deviation of the probability of a ran-
dom process to perform as well as the linear classification as a function
of the window length over which the flux is averaged.

The overall profile does not indicate any particular trend of the vari-
ation of the ratios of correctly classified patterns with the window
length, except that the two ratios seem to have opposite variation.
This fact can be understood because a good ratio of correctly clas-
sified patterns A is mainly obtained at the expense of a bad ratio of
correctly classified patterns B. A parameter free from this effect is
the probability IT described earlier and shown in Fig. 7 as a function
of the number of days over which the flux is averaged. One can see
that the overall trend is that IT increases with the window length,
indicating a decrease of the performance of the classification and
therefore of the level of correlation. The best correlation appears to
be obtained when the flux data are averaged over one day.

Nonlinear Classification of Nonscalar Patterns

In this section the correlation between anomaly occurrence and
the environment based on the classification technique is performed
using time series of F, instead of merely a scalar value. The time
series with window length equal to N days can be considered as
vectors of a space of dimension N. An example of the distribution
of nonscalar patternsof class A (x) and of class B (-) when N equals
2 is shown in Fig. 8. In this case, the linear decisionboundary would
be a straightline. As for N = 1, however, it can be seen that, what-
ever the line chosen, the two classes will not be entirely separated. A
linear classification that separates entirely the two classes might be
found for N large enough. However, it is not necessary to constrain
the classification to rely on a linear decisionboundary,i.e., a hyper-
plane with dimension N — 1. More general boundaries,e.g., broken
hyperplanesor closed hypersurfaces,could be more efficient. Such a
more general classification is performedin the following for various
values of N.

The method used for this study relies on a learning vector quan-
tization (LVQ) neural network available in a commercial software
package.”> An LVQ neural network consists of an input layer, a
hidden layer, and an output layer. The input layer is composed of as
many neuronsas input parameters,i.e., N. The outputlayer contains
one node for each of the two classes. The hidden layer, commonly
referred to as the Kohonen layer, learns and performs the classifica-
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Fig. 9 Sketch of an LVQ neural network used for a classification of
vectors of eight dimensions in two classes, making use of four prototypes
per class (see text for explanation).

tion task. A sketch of an LVQ neural network is shown in Fig. 9 for
N = 8. Once tuned through the LVQ algorithm described next, the
weights connecting the input nodes to each neuron in the Kohonen
layer constitute the prototype vectors representative of the training
data set. Classification of a new pattern is performed by determin-
ing the class to which the closest prototype vector belongs. In this
study, four prototypes for each class were used. Some trials with
more prototypes did not lead to a better classification.

The basic LVQ algorithm is as follows. In the learning phase,
for each training pattern, the distance to each prototype (or weight)
vector is computed, and the closest prototype is declared to be the
winner. If the winning prototype and the training pattern belong to
the same class, the prototype is moved toward the training pattern
throughmodifying the weights by an amount that must be arbitrarily
decided; otherwise it is moved away from the training pattern. In
the operational phase, the distance of a pattern to each prototype
is computed, and again the closest prototype is declared to be the
winner, but, of course, no more update of the prototypes is done.
The input is then assigned to the class to which the winning pro-
totype belongs. A more detailed description of the LVQ algorithm
can be found in most of the neural network textbooks.

In the same way as with the linear classification technique, the
level of the correlation between the anomaly data set and the en-
vironmental data is estimated through the procedure consisting of
performing the classification task of patterns A and B using 20
differentrandom selections of a reference set and a test set. Further-
more, a parametric study of the correlation is performed, with the
window length N varying from 2 to 12 days.

The mean value and the standard deviation as a measurement of
the dispersion of the ratios of correctly classified patterns of class
A and B, respectively, are displayed in Fig. 10 as a function of N.
The correspondingvalue of IT is displayedin Fig. 11. As previously
observed with the linear classification (see, for example, Fig. 6), the
two ratios of correctly classified patterns vary in a symmetric way,
indicating that a good success ratio for patterns A is mainly ob-
tained at the expense of a bad successratio for patterns B. The only
exceptionin the studiedrange is for N = 8, where a local maximum
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Fig. 10 Mean values and standard deviations of the ratios of cor-
rectly classified patterns A (anomaly; upper panel) and patterns B (no
anomaly; lower panel) as a function of the window length of the time
series.
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Fig. 11 Mean value and standard deviation of the probability of a
random process to perform as well as the LVQ neural network for each
window length investigated.

of the ratio of correctly classified patterns A is not associated with
any local minimum of the ratio of correctly classified patterns B.
The particular behavior for N = 8 is even more striking in Fig. 11,
where one can see that I reached for this value a minimum about
one order of magnitude lower than the other points for which com-
putation was performed. This featureis interpretedas a maximum of
the correlation between the anomaly events and the environmental
patterns with respect to the window length of the time series of Fp.

Discussion

At the current stage of this study, it is not clear what the char-
acteristic features of the time series preceding an anomaly are and
how they relate to the anomaly generation mechanism. The result,
however, suggests that the electron fluence over a given number of
days alone is not necessarily the best environmental index to mea-
sure anomaly risk occurrenceand a refined index could be found by
taking into account change of the daily averaged flux over several
consecutive days. It must be understood that the preceding results
are still compatible with the bulk charging/discharging mechanism
as a cause of the anomalies because the instantaneous flux and its
time variation may have an indirect but significant effect by af-
fecting the conductivity of the material and may be the discharge
triggering mechanism, whereas the fluence can be directly related
to the charge accumulation within dielectrics. The fact that the flux
dynamics play a significant role in the anomaly occurrence is of
importance not only for the understanding of the mechanism at the
origin of the anomaly but also for the refinement of the models (em-
pirical and physically based) of the hazardous energetic electron
environment to be used for spacecraftengineering purposes.'®

Moreover, because the daily averaged electron flux on the day
when the anomaly occurs was excluded from the input, the classi-
fications can be considered to be forecast systems.!*!3 The input
of such systems is a time series of the daily averaged flux, and
the output is a value indicating whether an anomaly will occur the
day after. The success ratio at this stage, typically 75% in anomaly
forecast but at the expense of 25% false alarms, is still too low for
most operational purposes. However, some improvement could be
achieved by refining the description of the environment, either by

including the local time, which has sometimes been found to be a
determinant parameter, or by studying the influence of the energy
ranges on the results.’

Conclusion

In this study, a method was developed to quantify the correla-
tion between anomaly occurrence and environmental data. It has
been shown that a strong correlation exists between the daily aver-
aged flux of electrons above 2 MeV energy, as measured on GOES
satellites, and a series of anomalies observed on two Meteosat satel-
lites, although they are located at a differentlongitude. Furthermore,
a parametric study of the significance level of the correlation indi-
cated thatan important part of the informationon the environmental
conditions prevailing before anomaly occurrenceis containedin the
fluence received the day preceding the anomaly and in the dynamics
of the daily averaged flux over the preceding eight days.
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